NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHMS
HA OPUIHUAJIBHBIX UHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJIOJCKH B MHTEPHETE CTAHOBUTHCSA OOJbINE, a IIKOJIBHUKU
OJIHM M3 CaMbIX aKTUBHBIX IOJb30BaTene PyHera. Mexay TeM, MOMHMO OIPOMHOTO
KOJIMYECTBa BO3MOXKHOCTEH, UHTEPHET HECET U MPOOJIeMbl. DTa maMATKa JOJKHA TTOMOYb
Tebe 6e30MacHO HaXOIUThCS B CETH.

KomnbioTepable BUPYChI

KoMmnbloTepHblii  BUPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOrpamMM,
OTIMYUTEIHHON OCOOCHHOCTBHIO KOTOPOHM SIBISIETCS CHOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOJIHEHUE K 3TOMY, BUPYChI MOT'YT MOBPEAUTH UJIN MOJHOCTHIO YHUUTOXKUTH BCE (hailibl
Y JaHHbIe, IOJAKOHTPOJBbHBIE IMOJB30BATEN0, OT HMMEHH KOTOpPOro ObLla 3amyllieHa
3apakeHHasl MPOrpaMma, a TaKXKe IMOBPEAUTh WIH AK€ YHHUTOXUTH OINEPALMOHHYIO
cucTteMy co BcemH (aimaMud B 1eJIoM. B OOJBIIMHCTBE CIy4aeB pPacHpOCTPAHSIOTCS
BHUPYCHI 4YEPE3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1. HWcnons3ylhi COBpPEMEHHBIE OINEPALMOHHBIE CHUCTEMBI, HMEIOIINE CEPbE3HBII
YPOBEHB 3AIIHUTHI OT BPEAOHOCHBIX TPOTPAMM;

2. [locTosiHHO ycTaHaBiIMBa MayTu (LIU(PPOBBIC 3aIIATKH, KOTOPHIE aBTOMAaTUYECKH
YCTaHABJIMBAIOTCS C IEJIbI0 JOPA0OTKM MpPOrpaMMbl) M Jpyrue OOHOBIIEHUSI CBOEH
oreparmoHHo# cucteMbl. CkaunBail UX TOJBKO ¢ opuIManbHOro caiita pazpadorunka OC.
Ecnu cymecTByeT pexkxuM aBTOMAaTHYECKOT0 OOHOBJICHUS, BKIIIOUHU €TO0;

3. Paboraii Ha cBoeM KOMMbBIOTEpE TIOJ TMpaBaMyd TIOJIB30BATENsl, a He
aIMUHUCTPATOpPa. ODTO HE TO3BOJUT  OOJBIIMHCTBY BPEAOHOCHBIX  MPOTPaMM
MHCTAJJTUPOBATHCS HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Ucnionw3yit AHTHUBUPYCHBIC pOrpaMMHBbIE MPOAYKTBI U3BECTHBIX
MIPOM3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpannub PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Wcnonp3yii BHENIHWE HOCUTENW HH(POpPMALUU, Takue Kak (ienika, AUCK WU
(aiin u3 HHTEepHETA, TOJIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7.He oTkppiBail KOMMBIOTEpHBIE (aiibl, TOJYYCHHBIE U3 HEHAJAC)KHBIX
MCTOYHMKOB. Jlaxke Te ¢aiiiibl, KOTOphIEC MPUCIAT TBOW 3HaKOMbIN. Jlydrie yTouHu y Hero,
OTIPABJISLI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 3T0 He B niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OPeH I, MapKa.
Eme B 1991 rony Huaepnanjckas xkommnanus 3apeructpuponania openn « WECAy, dto
obo3Hauasio  cioBocouetanue «Wireless  Fidelity», KkoTopblii TepeBOAUTCS  Kak
«OecTpoBOIHASI TOUHOCTHY.

Jlo Hamiero BpeMeHH JOIUIa Jpyras a0OpeBuaTypa, KOTopas SBISICTCS TaKOW Ke
TexHoyorue. I1o abbpeBuarypa «Wi-Fi». Takoe HazBanme OBLJIO JaHO C HAMEKOM Ha
CTaHIapT BbICIICH 3ByKOBO#M TexHuku Hi-Fi, 4uro B mepeBoje o3HAYaeT «BBICOKAs
TOYHOCTBY.

Jla, OecruiaTHBII WHTEPHET-IOCTYN B Kade, OTeNsIX W ad’poropTax SBISICTCS
OTJINYHOW BO3MOXKHOCTBIO BbIXOJa B MHTepHET. HOo MHOTHE SKCHEpThl CUMTAIOT, YTO
obmenoctynusie Wi-Fi cetn He ABISIOTCS 6€30TIaCHBIMH.



CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IeT0CTYNHBIX ceTax Wi-fi:

1. He nepenaBaii cBoto nnuHyro uHbopmaiuio yepes ooduenoctynusie Wi-Fi ceTu.
PaboTas B HUX, *enaTelIbHO HE BBOJUTH NApOJIH J0CTYMa, JOTUHBI U KaKHe-TO HOMEPA;

2. Ucnionb3yit 1 OOHOBIISIA aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. TeM cambiM
ThI 00€30MacuiIb cedst OT 3aKaYKH BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi oTkmoun ¢ynkuuio «OOumi noctyn kK Qainam u
npuHTepam». JlaHHas QYHKIUS 3aKpbiTa 1O YMOJYaHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATEIH aKTUBUPYIOT €€ JIsl yA0OCTBa HCIOIb30BaHMs B paboTe WK yueoe;

4. He ucnonwp3yit myosnuneiii WI-FI i mepenaum JTMYHBIX JTaHHBIX, HAIpUMED,
I BBIXOZA B COI[MANIbHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. HUcnonb3yil Tosibko 3amuiieHHoe coeaunenue uepes HTTPS, a ne HTTP, T.e.
pu Habope BeO-ampeca BBOAM UMEHHO «https://»;

6. B wmoOwibHOM Tenedone otkmoun Qyaknuio "Tloakmouenne k- Wi-Fi
aBTomarnyecku'". He nomyckail aBTOMaTH4€CKOIrO MOAKIIOUEHUS YCTPOHCTBA K ceTsaM Wi-
F1 6e3 TBOETO cornacusi.

CouuajibHbIe ceTH

ConuasibHble CETHM aKTUBHO BXOAST B HAllly »KU3Hb, MHOTHE JIOAM paboOTaroT U
KUBYT TaM NOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MWILIHAp] YEJIOBEK, UTO
ABJIIETCSL OJHOM CEIbMOI Bcex KUTeleHd MmaHeTbl. MHOrue 1mosib30BaTesd He TOHUMAIOT,
4TO MHGpOpMaus, pa3MELIEHHas UMM B COLMAIbHBIX CETAX, MOXKET OBITh HailieHa U
HCII0JIb30BaHA KEM YTOJIHO, B TOM YHUCJIE HE 00513aTEIbHO C OJariMi HAMEPEHUSAMH.

OcHOBHBIE COBETHI N0 0€30IACHOCTH B COIHAJIBHBIX CETAX:

1. Orpanuub cnucok apy3edl. Y Te0s B JIpy3bsiX HE JOKHO OBITh CIy4YalHBIX U
HE3HAKOMBIX JIFOICH;

2. 3amuiiaii cBOIO YacTHYIO ku3Hb. He yka3wiBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXACHHUS U JAPYTyI0 JUYHYI0 HHPOpPMAIUIO. 3IOYMBIIIJIEHHUKA MOTYT
HCIOJIb30BaTh Jake NH(OPMALIMIO O TOM, KaK Thl U TBOM POJUTENH INIAHUPYETE MPOBECTH
KaHUKYJIbI;

3. 3amumiail cBOO penyTaluio - IepXKH €€ B UUCTOTE U 3aJlaBail cebe BOIpoc: XOTeN
Obl ThI, YTOOBI JApPyTryUe MOJB30BaTEIM BUJIENIH, UYTO Thl 3arpyxaemb? [lomymail, mpexne
YeM YTO-TO OIyOJIMKOBaTh, HAIUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOpMILIL C JIIOJbMH, KOTOPBIX HE€ 3Haellb, HE MCIOJNb3yH CBOE
pealibHOE UMS U JIPYTYIO JIMYHYIO HH(GOPMALMU: UMS, MECTO )KUTEIbCTBA, MECTO Y4eObl U
npouee;

5. U3Gerait pasmemenus ¢ororpadpuit B MHTEpHETE, TIe Thl H300paKEH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OINPEJEIUTh TBOE MECTOIOJIOKEHHUE;

6. [Ipu perucrpanuu B COIMAIBLHOW CETH HEOOXOAMMO HCIOIB30BaTh CIIOKHBIC
MapoJiv, COCTOSUIME U3 OYKB U (P U C KOJIMYECTBOM 3HAKOB HE MEHEe §;

7. 1nst collMalIbHOM CEeTH, MOYTHl W JPYrUX CalTOB HEOOXOIMMO HCIONb30BaTh
pasHbpie maponu. Torga ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIy4aT OCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3sy.

DJIeKTPOHHbIE IEHbI'H

OJNEeKTpPOHHBIE JEHBI'M - 3TO O4YEeHb YAOOHBIA CIOCOO IUIaTeXeil, OJHaKo
CYLIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh 3TH JEHBIU.

OJNEeKTpPOHHBIE JCHBIM TMOSBHIMCH COBCEM HEAABHO M HMMEHHO H3-3a 3TOTO BO
MHOTHX FOCYAapCTBaxX JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.



B Poccum xe oHM (PYHKITMOHHPYIOT W O HUX YK€ MPOMHCAHO B 3aKOHE, TIe UX
pPa3leNIOT Ha HECKOJIBKO BUIOB - AHOHMMHBIE M HE aHOHUMHBbIE. PazHuila B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPHIX pa3peliaeTcsi IPOBOIUTE Onepaiuu 0e3 uaeHTuuKanuu
M0JIb30BATEIsl, @ B HEAHOHUMHBIX UJEHTU(UKAIUS TTOJIb30BATEINS SIBISETCS 003aTEIbHOM.

Taxke cieayer  pa3nuyarh — JJIEKTPOHHBIE  (UaTHbIE  JeHbIM  (paBHBI
roCcyJapCTBEHHbIM BaJIOTaM) M DJJIEKTPOHHbIE HepUaTHbIe JIeHbrM (HE paBHBI
roCcyJapCTBEHHBIM BAIIOTaM).

Ocnoenble cogemul no 6ezonacHoii pabome ¢ 31eKMPOHHLIMU OCHb2AMU:

1. IpuBsxu Kk cuyery MOOWJIBHBIA TenedoH. DTo camblil yaOOHBIM W OBICTPBIN
CIoco0 BOCCTAHOBUTH JIOCTYM K cuetry. [IpuBs3aHHbIl TenepoH MOMOXKET, €Ciu 3a0yIeib
CBOM IUIATEKHBIA MAapOJIb WM 3aAEUIb HA CAaUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnionp3yit omHOpa3oBeie maponw. [locie mepexoma Ha YCUIICHHYIO aBTOPHU3AIUIO
Tebe yke He OyJIeT yrpoKaTh ONAaCHOCTh KPAKU WJIM MepexXBaTa MIaTeKHOIro MapoJis;

3. Boibepu cioxubiil maponb. [Ipectynaukam OyJeT HE MPOCTO yrajaarh CIOKHBIN
naposib. HajexxHble maponu - 3TO Mapoju, KOTOpPHIE COJEpKAaT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0s1 CTPOUYHBIE U MPOMHUCHBIC OYKBBI, HUPPHI U HECKOIBKO CHMBOJIOB, TAKHUE
KaK 3HaK JoJuiapa, pyHTa, BOCKIUIATeNbHBIN 3HaK U T.11. Hampumep, $tROng!;

4. He BBO/IM CBOM JINYHBIE JJAHHBIE HA CalTaX, KOTOPHIM HE JIOBEPSICIIb.

DJIEKTPOHHAS MOYTA

ONEeKTpOHHAsT IOoYTa - H3TO TEXHOJIOTHSl W MPEIOCTABIISIEMBIE €I YCIYTH IO
MEPECBUTIKE M TMOJYYEHHUIO AIIEKTPOHHBIX COOOIIEHHWM, KOTOpbIE pAacCHpenessitoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO 3JIEKTPOHHBIA TMOYTOBBIM SIIUK BBITISIUT CICAYIOIIUM
oOpa3zoM: UMs_Toib30BaTeNs(@umMs_omeHa. Taxxke KpoMme mepenayd MpOoCTOro TEKCTa,
MMeEeTCS BO3MOKHOCTh IIepeiaBaTh (haiiibl.

OcHoeHble cogempl no He30nacHoll pabome ¢ INEKMPOHHOU NOUMOUL:

1. Hago BBIOpaTh NMpaBUIIbHBINA MOYTOBBIM cepBHUC. B HMHTEpHETE €CThb OrpOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUllle TOBEPSATH TEM, KOTO 3HACIIb U
KTO NIEPBBIA B PEUTUHIE;

2. He ykaszpiBaifi B nuW4YHOW mouTe JuuHyl0 uHpopmanuio. Hampumep, myurie
BBIOPATh «MY3bIKaJIbHBIN (paHaT@» uim «pok2013» BmecTo «temal3»;

3. Ucnionp3yil ABYXdTANHYI0 aBTOpU3AIMIO. JTO KOT/Aa MOMHMO Tapojs HYXHO
BBOJUTH KOJI, TpUChIIaeMbI 10 SMS;

4. Be10bepu CIIOXKHBIN Tapoiib. [ KakJI0ro MmoYToBOTO SIIHUKA JOJKEH OBITh CBOM
HAJIC)KHBIN, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOYKHOCTh HamMCaTh CaMOMY CBOM JIMUHBIN BOIMPOC, UCTIONIB3YH ATy
BO3MO>KHOCTB;

6. Ucronb3yil HECKOJIBKO MOYTOBBIX AIIMKOB. [lepBbIil 11 4acTHOW NMEPEnUCKHU C
azpecaTaMy, KOTOPBIM Thl JOBEPSCIIb. JTO AJIEKTPOHHBIM aIpec HE HAJO0 UCIIOIb30BATh
MIPU pErucTpalu Ha opymax U caiTax;

7. He oTkpeiBaii (haiiiel U Ipyrue BIOKEHUS B TUChMaX, TaXKe €CJIU OHH MPUIIUTH OT
TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3T (ailiibl;

8. [locne oxoH4anusi pabOTHI HA MOYTOBOM CEPBHUCE TMEpe] 3aKPHITHEM BKJIAJKU C
caiToMm He 3a0yJp HaXKaTh Ha « BeIATIY.

Ku0epOy/JIMHI WM BUPTYaJbHOE U3/1€BaTeIbCTBO

KubepOymmuHar - mpecnenoBaHue COOOIICHUSMH, COIEPKANUMU OCKOpOJICHMUS,
arpeccHio, 3amyruBaHue; XYJIWTaHCTBO; COIHMAIbHOE OOMKOTHPOBAHHE C TOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.



Ocnognule coeemul no 60pvoe ¢ Kubepoyarrunzom:

1. He 6pocaiics B 60#. Jlydmmii crioco0: mMOCOBETOBAThCS KaK ceOsl BECTH M, €CIIH
HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHauaje YCIOKOUThCS. EcCiM Thl HadHEIIb
OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO e€Ile OOJbIIe pa30oXoKellb
KOH(JIMKT;

2. Yupasnsii cBoelt kudeppernyTanuei;

3. AHOHUMHOCTh B ceT MHUMas. CyIlecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM,;

4. He crouTt BecTH XylIUraHCKUN 00pa3 BUPTyallbHOH *u3HU. HTEpHET pukcupyer
BCE TBOM JICHCTBUSI M COXPAHAET UX. Y JAJTUTh UX OYJIET KpailHe 3aTpyAHUTEILHO;

5. Cobmronait CBOIO BUPTYAJbHYIO YECTh CMOJIOAY;

6. Urnopupyit emuuandHbld HeraTuB. OIXHOPa30BbIE OCKOPOWTEIBHBIE COOOIICHUS
Jydilie urHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHHUSIMU, B
COIIMAIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIPABKH COOOIIECHUN C
ONPEICIICHHBIX aJPECOB;

8. Ecmu 1Bl cBumerenb kubepOyiimHra. TBOM JEHCTBHSI: BBICTYNUTh IPOTUB
MpeciaeaoBaTeNs, MoKa3aTh €My, YTO €ro JEMCTBUS OLIEHUBAIOTCS HETATUBHO, MOJIEPKATh
KEPTBY, KOTOpPOM HYKHA IICHXOJIOTHYECKasi IMOMOIIb, COOOIIUTh B3POCIBIM O (¢aKTe
arpecCUBHOIO MOBEACHUS B CETH.

MoOuwibHbId Tes1edoH

CoBpemeHHbIE CMapTQOHBI M IUIAHIIETHI COAEPKAT B ceOE BIOJIHE B3POCIbI
(yHKITMOHAJ, U TENEepb OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KOMIIBLIOTEPAMH.
OnHako, CpeaCTB 3alIUThI 711 TOJOOHBIX YCTPOMCTB MOKA OYE€Hb Majo. TeCTUpOBaHUE U
MOUCK YSI3BUMOCTEN B HUX MPOUCXOIUT HE TaKk MHTEHCUBHO, Kak 1y IIK, To ke camoe
KacaeTcs U MOOUJIbHBIX MPUJIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPAaKTUYECKH JIOTHAIW HACTOJIbHBIC
aHaAJOTH, OJJHAKO paciupeHue (QyHKIMOHAIa BJEYET 3a CO00Ul OONBIIYI0 CIOKHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce MPOU3BOIAUTENM BBITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE
KPUTHUYECKHE YSA3BUMOCTH 11 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsi 0€30MACHOCTH MOOMIILHOTO TenedoHa:

Huuero He sBisieTcs mo-HACTOAINIEMY OecCIilaTHBIM. byabh OCTOpPOXKEH, BeIh KOraa
TeOe mpeiaraloT O0ecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe-TO IJIaTHBIC
YCIYTH;

Hymaii, npexae uem otnpaButb SMS, ¢hoTo unu Buzaeo. Tl TOYHO 3HAEIIb, IJI€ OHU
OyyT B KOHEUHOM HUTOTE?

Heo6xo1uMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Wcnonb3yit aHTUBUPYCHBIE TTPOTPaMMBI JJIsl MOOMIJIBHBIX TelIe(DOHOB;

He 3arpyxail NOpwioKeHHs] OT HEWU3BECTHOIO HWCTOYHUKA, BEIb OHH MOTYT
CoJIepKaTh BPEIOHOCHOE MPOTrPaMMHOE 00EeCTIeUeHuE;

[Tocie Toro Kaxk Thl BRIMIICIIH C CaiiTa, TJI€ BBOJIWI JUYHYIO WH(OPMAITUIO, 3ai1 B
HACTPOWKH Opay3epa u yJaanu cookies;

[lepuoguyeckn mNpoBepsid, KakuWe IUIATHBIE YCIYTM AaKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOM HOMEP MOOMJIBHOTO Telie(pOHA TOIBKO JIFOMSIM, KOTOPBIX ThI 3HACIIH U
KOMY JOBEpSEIIb;



Bluetooth momkeH OBITH BBIKITIOYEH, KOTJA Thl UM HE MOJb3yemibes. He 3a0biBait
MHOTJIa TIPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPACOYHbBIC, 3aXBATHIBAIOIIME pPa3BIICUCHUS,
O0OBEUHSIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpoku uccienyror JaHHBI UM
MUp, OOIAIOTCS JPYr C JIPYroM, BBIMIOJHSIOT 3aJaHusl, CPa)¥arTcs C MOHCTpaMU U
MOJIYYaIOT OMBIT. 32 YJIOBOJILCTBUE OHU IUIATST: MOKYNAIOT IUCK, OIJIAYMBAIOT A0OHEMEHT
WJIU TIPUOOPETAIOT KAaKUE-TO OMIUHU.

Bce aTu cpenctBa uayT Ha NOJACPKAHUE M PAa3BUTHE WIPhI, a TaKXKE HA camy
0€30MacHOCTh: COBEPIIICHCTBYIOTCS CHCTEMBl aBTOPH3AIIMH, BBHIMYCKAIOTCS HOBBIC MAaT4d
(dpoBbIe 3aIIaTKY 711 TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1nomoOHBIX UTpax CTOMT OMAcaThCsli HE CTOJBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)XH TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CUCTEMa aBTOpU3aIlMU OOJIBIIIMHCTBA UTD.

OcHogHble cogempl no 6e30naAcCHOCHU ME0e20 UZPOBO20 AKKAYHMA:

1. Ecnu pgpyroii urpok BemeT cedsi IJIOXO WIM CO3/1aeT TeOe HENpHUSTHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. lloxamylicss aAMUHHCTpATOpaM HWIrPbl Ha IUIOXOE€ IOBEICHHE 3TOTO HWIPOKa,
KEJIATEIbHO NPWIOKUTh KaKHE-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii muuHyto uHbopmMaiuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBait HeouimaabHbIe MTaTYU U MOJIbI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. JJaxke BO BpeMsi UTPhl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka Tkl Urpaeiib, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIUHT WM KPAXKa JTHYHBIX JAHHBIX

OOBIYHON KpakeW AEHEer W JOKYMEHTOB CErOJIHA YK€ HUKOTO HE YAMBHUIIbL, HO C
Pa3BUTUEM HHTEPHET-TEXHOJOTHI 3JI0YMBIIUICHHUKN TEPEMECTUINCh B HMHTEPHET, H
MPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JICTIOM.

Tak mosBWIach HOBasl yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUILIMHT, TJIaBHAS
[[eJIb KOTOPOTO COCTOUT B TOJYyYEHUU KOH(PUACHIIMAIBHBIX JTaHHBIX MOJIb30BaTENCH -
JOTUHOB M mapoiiedd. Ha anrnwuiickom si3bike phishing unrtaercs kak ¢umunr (ot fishing -
pBIOHas JOBIIs, password - mapoib).

OcnogHule coeemul no 60pvoe ¢ puwunzom:

1. Cneaun 3a cBouM akkayHTOM. Ecium Thl 1mojo3peBaciiib, 4TO TBOS aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca o0
ATOM KaK MOXHO CKOpee;

2. Hcnonb3yit Oe3omacHble BeO-CalThl, B TOM YHCJIE, WHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Mcnonb3yit CloXKHBIE U pa3Hble Tapoyid. TakuM oOpa3oM, eciii TeOsl B3JIOMAIOT,
TO 3JIOYMBIIUIEHHUKH TOJy4aT JOCTYI TOJIBKO K OJTHOMY TBOEeMY MpPO(HIIIO B CETH, a HE
KO BCEM;

4. Ecnmu t1ebOs B3OManu, TO HEOOXOIMMO MPEIyNpPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 0OABIEHB y TEOS B JAPY3bsiX, O TOM, YTO TEOS B3JIOMAd M, BO3MOXKHO, OT
TBOETO UMEHH OyJIE€T PaCChUIATHCS CIIaM U CCHUIKU Ha (DUIITMHTOBBIE CANTHI;

5. YcranoBu HaaexHsbIi napois (PIN) Ha MoOHIIBHBIN Tene(oH;

6. OTKIIIOUM COXpaHEHUe MapoJis B Opaysepe;



7. He oTkpsbIBail ¢ailsibl ¥ Ipyrue BIOKEHUS B MHUCbMAX, 1a)KE €CJIM OHU MPHUIILIU OT
TBOUX Jipy3ei. Jlydllie yTouHU y HUX, OTIPABIISLIIN JIM OHU TeOe 3TH (pailiibl.

Mudposas penyramus

[MudpoBas penyrtanusi - 3T0 HETaTUBHAS WM MO3WTUBHAsE MHPOpPMAlLUS B CETH O
tebe. Komnpomerupytomas undopmaius, pa3MelleHHasl B MHTEPHETE, MOXKET CEpbe3HBIM
o0pa3oM OTpa3uTbcsl Ha TBOEW peasibHOM >ku3HU. «lludpoBas pemyrarnus» - 3TO TBOU
UMUK, KOTOPBIN (hopMupyeTcs: u3 uHpopMaluu o Te0e B UHTEPHETE.

TBoe MecTo XHUTENbCTBA, y4eObl, TBOC (PUHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH
XapaKTepa U pacckasbl O OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICICHHO OTHOCATCA K MyOJMKaluu  JUYHON
uHpopmanuu B HHTepHeTe, HE MOHUMAas BO3MOXHBIX TociencTBUi. Tol gaxke He
CMOJKEIIb J0TafaThCsi O TOM, 4yTo Qororpadusi, pa3MelleHHas S5 JeT Ha3ad, craja
MPUYMHON OTKa3a MPUHATH T€0s Ha paldoTy.

KommMmenTapuu, pasmenieHue TBoux (otorpaduii u apyrue IEeHCTBUS MOTYT He
MCYE3HYTh JaXX€ IMOCJIE TOro, Kak Thl MX YJAIMIIb. Tbl HE 3HACllb, KTO COXPAaHWI 3Ty
uH(pOpMalKIO, TI0MaNa JIM OHA B TIOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a TJIaBHOE:
4TO MOAYMAlT O TeOe OKpY)KAIOIIME JIOAM, KOTOpble HalayT W yBUIAT 3TOo. Haiitu
MH(GOPMALIMI0O MHOTO JIET CITYCTSI CMOXET JIF00O0M - Kak M3 JOOpbIX MOOYXKIECHUH, TaK U C
HaMEpEeHUEM NPUUUHUTH BPEJ. DTO MOKET OBITh KTO YTOAHO.

Ocnoenbie cogemol no 3awgume Yuhpoeoi penymayuu:

1. ITogymaii, mpexe yeM 4To-TO MyOJIMKOBaTh U NiepeaaBath y ce0s B OJore Wi B
COILIMAJILHOM CETH;

2. B HacTpoiikax npousis yCTaHOBU OTPaHUYEHUS HA TPOCMOTP TBOETO MPOPHIIS U
€ro COACP>KMMOTr0, CAENaN €ro TOJBKO «IJISl IPY3€il»;

3. He pa3memail u He yka3biBail MHPOpPMALMIO, KOTOpask MOMKET KOro-imbo
OCKOPOJISITh UM OOUXKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE IIKOJIbHUKU - aKTUBHBIE IMOJI30BATENN LHU(PPOBOr0 MPOCTPAHCTBA.
OpHako Najeko He BCE 3HAIOT, YTO IMOJIb30BAaHHME MHOTMMH BO3MOKHOCTSIMH LIM(PPOBOTO
MHUpa TpeOyeT COOMI0ACHUS IPaB HAa HHTEIUICKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «UMHTENIEKTyallbHAsi COOCTBEHHOCThY» OTHOCUTCS K PA3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOro yMa, HauWHas C HOBBIX H300peTEeHUl M 3HAKOB, 0003HAYArOIIMX
COOCTBEHHOCTh Ha TIPOMYKTHI W YCIYTd, W 3aKaHuWBas KHUTaMH, GoTorpadpusiMu,
KUHO(PHIBMaMH ¥ MY3bIKaJIbHBIMU TPOU3BEICHUSMH.

ABTOpCKHE TIpaBa - JTO IIpaBa Ha HWHTEJUIEKTYyaJIbHYl0 COOCTBEHHOCTh Ha
MMPOU3BEACHUS HAyKHW, JIATEPATYyphl M HCKYyCCTBA. ABTOPCKHE IIpaBa BBICTYNAKOT B
KauecTBe rapaHTHUH TOr0, YTO HHTEJUIEKTYaJbHBIA/TBOPUYECKUN TPy aBTOpa HE Oyner
HaIlpacHbIM, JaCT €My CHpPaBEAJIMBbIE BO3MOKHOCTU 3apaboTaTh HA pe3yJibTaTax CBOErO
TpyJla, MOJYyYUTh U3BECTHOCTh M Mpu3HaHue. Hukto 0e3 paspeleHusi aBTopa HE MOXKET
BOCIPOU3BOAUTHh €r0 TMPOU3BEACHHE, PACHpPOCTPAHATh, MMYOJIUYHO JIEMOHCTPUPOBATH,
npojaBaTh,  HMMIIOPTUPOBaTh, IMyCKaTb B  MPOKAT, MNYOJIMYHO  HCIOJHSATS,
MOKa3bIBAaTh/UCIIOJIHATH B 3(pupe miu pazmemiats B UHTepHere.

Hcnonp30BaHne «IUPATCKOT0» MPOrpaMMHOT0 OOECTeUeHUs MOXKET NMPUBECTH K
MHOTUM pHUCKaM: OT TMOTEpU JaHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKH TBOETO
YCTpOICTBa, IJie YCTAaHOBJIEHA HeleraiabHas mporpamma. He cTouT Takxke 3a0bIBaTh, YTO
CYLIECTBYIOT JieTaJbHbIe U O€CIIaTHBIE MPOTPaMMbl, KOTOPbIE MOKHO HAalTH B CETH.



O noprane

CereBUYOK.p) - TBOH IJIaBHBIM COBETYMK B CETU. 3JE€Ch Thl MOXKEIIb Y3HAaTh O
0€30MacHOCT B CETH IOHATHBIM U JOCTYIIHBIM $I3bIKOM, @ IpU BO3HUKHOBEHHUHU
KPUTHUYECKON CUTYalluHd OOpaTUTHCS 3a COBETOM. A TakKe NMPUHATH y4acTUE B KOHKypcax
U CTaTh CaMbIM LU(POBBIM I'PaK1aHUHOM!



